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Request for Proposal 

Security Camera Systems Upgrade 

 

Release Date: 05/25/2022 

 

1.0 Introduction 

 

1.1 Charleroi Area School District issues this Request for Proposals (“RFP”) for the upgrade of 

security cameras throughout the district. The District would like to implement a district-wide, 

pure TCP/IP-based surveillance camera system that replace multiple Analog cameras at 

selected school sites, move certain camera views for more coverage, and add additional 

cameras for additional coverage. 

 

1.2 Issuing Officer and Technical Contact for Questions and Information 

 

Coleen R. Krenichen 

Director of Technology 

Charleroi Area School District 

125 Fecsen Dr. 

Charleroi, PA 15022 

Coleenkrenichen@charleroisd.org 

(724) 483-3509 x1219 

 

Prospective Vendors must direct and confine all inquires and communications concerning this 

procurement to the Issuing Officer and correspondence should be made via email. Although there 

is no due date for questions, the District encourages prospective Vendors to submit any questions 

they may have as soon as possible. Questions should include “Security Camera Upgrade RFP” in 

the subject line to ensure that the issuing officer identifies the email as relating to this 

procurement. 

 

 

 

 

 

mailto:Coleenkrenichen@charleroisd.org
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1.3 Timeline 

RPF Posted  May 25, 2022 

Mandatory Walkthrough RSVP June 3, 2022 

Mandatory Walkthrough June 6, 2022 @ 3:00 PM 

 

Bids Due June 9, 2022 @ 12:00 PM 

Bids Reviewed June 9, 2022 @ 12:01 PM 

Board Approves June 21, 2022 @ 7:00 PM 

 

2.0 General Information 

 

2.1 The District intends to select the successful Vendor and have the final contract presented to 

the school board no later than its June 2022 Meeting. 

 

2.2 The District will review the proposals for compliance with the procedural requirements set 

forth in Section 4.0 and may reject any proposal that materially fails to comply. The district 

reserves the right to ask clarifying questions of Vendors and to request best and final offers 

upon review of initial proposals. 

 

2.3 Charleroi Area School District is a K-12 School district serving the borough of Charleroi. We 

have one location at 125 Fecsen Dr. Charleroi, PA 15022 with approximately 1400 students 

and around 200 staff members. 

 

2.4 The current security camera system of the Charleroi Area School District consists of around 

140 cameras. About 1/3 of the cameras need to be replaced due to become outdated or are no 

longer working.  The current camera system being used is Ocularis Client: V5.5(5.5.0.250) 

OnSSI. All of our camera can be reached from there. Cameras are all on a sperate VLAN 

from regular network traffic. 

 

3.0 Contract 

 

3.1 Charleroi Area School District is looking for a turn-key solution. The vendor will be 

responsible for any camera hardware, any necessary cable runs, as well as installation of 

networking equipment at the Charleroi Area School District. The vendor will be responsible 

for coordination with the Technology and Security department in configuring the networking 

equipment to work with the School’s existing LAN. 

3.2 These specifications outline the acceptable characteristics for materials and equipment and 

define, in general terms, the configuration of the security system technologies to be installed 

and made fully operational by the selected Security System Contractor (Contractor) of the 

Video Management Camera System. 

3.3 All risks of loss or damage to the equipment during and until delivery to district as a result of 

fire, theft, water, malicious intent or other cause shall be borne by the successful Vendor. The 

responsibility shall continue until receipt and acceptance by the district. 
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3.4 Section includes an upgrade of the video surveillance camera system consisting of new, the 

repurposing and/or replacement of existing and new to be connected to a Genetec Video 

Management System (VMS) video servers, software, monitors, and workstation. 

1. Existing cameras include products form Axis and Hanwha. 

2. Cameras to be replaced will be legacy analog Bosch and IQeye products 

 

3.5 The successful VENDOR shall agree to indemnify the DISTRICT with respect to any legal 

suit, claim or proceeding which may be brought against it by any third party claiming that the 

use of the proposed system constitutes an infringement of any patent or trade secret. The 

successful VENDOR will further agree to defend the DISTRICT against any such claims and 

to pay all litigation costs, attorneys’ fees, settlement payments and any damages awarded or 

resulting from any such claims. 

 

3.6 Although each site is described individually, the winning bid will only be awarded to a 

submittal that provides a turn-key solution for the entire district as a complete and 

comprehensive project package. 

 

3.7 Vendor shall provide a total “Turn-key” responsibility (except where noted) for ensuring the 

system is installed complete and functional, consistent with the manufacturer's specifications 

and that all applicable fire, electrical, and building codes and standards are met. Where 

required by the various codes, the vendor is responsible to obtain the necessary approval(s) of 

the Authority Having Jurisdiction (AHJ). 

 

 

3.8 The successful Vendor will comply with all applicable state laws, codes, ordinances, rules 

and regulations as applicable to the work to be performed. 

 

3.9 Charleroi Area School District will provide (under separate contract with separate vendor) all 

necessary data switches to support this solution. 

 

3.10 Vendor shall provide all other camera infrastructure needs including but not limited to: 

 

a.) Installation equipment 

b.) Data drops 

c.) Pathways 

d.) Servers 

e.) Storage devices 

f.) Media Convertors 

g.) Software 

h.) Channel Licensing 
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4.0 Vendor Qualifications & References 

4.1 All vendors must provide the following information in order for their proposal to be 

considered: 

1. A brief outline of the vendor company and services offered, including: 

a. Full legal name of the company 

b. Year business was established 

2. An outline of the product line-up and/or services they currently support 

3. A description of their geographic reach 

4. Information on its current clients including: 

a. A list of clients with similar needs using similar products and/or services 

4.2 All vendors must provide Evidence of successful completion of a project of a similar size and 

complexity, preferably Educational Institutions. 

4.3 Installers working on this project must: 

1. Possess a valid certificate from the equipment manufacturer verifying completion of 

Installation and Service Training. 

2.  Shall be certified Gold Partner of the security video products provided 

3.  Provide at least 3 examples of projects of similar size and scope to include: 

a.) Project Name 

b.) Project Locations 

c.) Project Description 

5.0 Scope of work, Specifications & Requirements 

5.1 Mandatory Attendance at Site Walkthrough 

The District anticipates that Vendors will need to participate in a site walkthrough of the 

school to assess the current building infrastructure and assess the amount of work needed 

in each closet. A site walkthrough will be held on June 6, 2022 at 3:00pm. Vendors are to 

appear by 2:45pm EST. All vendors interested in attending the site walkthrough are 

required to RSVP by emailing coleenkrenichen@charleroisd.org no later than June 3, 

2022 at 3:00pm. Interested bidders are required to attend in order to be qualified to 

submit a Proposal. NO requests for a site walkthrough received after June 6, 2022 will be 

honored. 

 

5.2 Scope 

Charleroi Area School District is requesting proposals from qualified firms interested in 

providing Indoor and Outdoor IP Security Cameras, Camera Mounting Hardware, a 
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Video management System, Support, Maintenance, Warranty, Cabling and Training. 

Each individual building will consist of both indoor and outdoor areas that require 

camera presence. 

Charleroi Area Middle/ High School 

Charleroi Area Elementary School 

Charleroi Administration Building 

Charleroi Gymnasium 

Charleroi Auditorium 

Charleroi Bus Garage 

Charleroi Auxiliary Gym 

Charleroi Stadium 

 

 After an Assessment of the current security mechanisms, it has revealed the following needs: 

1. Needs to Protect Students/Faculty/Staff 

2. Needs to protect assets 

3. Needs to have remote monitoring 

4. Needs to monitor resource consolidation 

5. Needs to have at minimum 30-day retention 

6. Needs to have integrality 

7. Needs to include support contract 

8. Traffic needs to be encrypted 

All traffic between consoles/cameras and switches need to be encrypted while transit and at 

rest 

  

5.3 Schedule 

Each VENDOR shall be required to submit with its RFP response a detailed 

implementation schedule outlining major milestones and associated length of time of 

each phase. All appropriate project details should be specified in the implementation 

schedule. Schedule should provide days of each phase, not dates of completion. 

Beginning of project will be determined by both DISTRICT and VENDOR. 

Implementation timeline should include tasks and length after date of project beginning. 

The successful Vendor shall assign a primary contact who will assume overall 

responsibility for the project and provide communication with the school district during 

the installation phase. 

5.4 Technical Specifications 
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All camera and hardware must be fully compatible with the District’s existing Cisco-

based network infrastructure. Proposed equipment must be new from the manufacturer 

and qualify for warranty and maintenance services. 

All new cameras shall be TCP/IP cameras that utilize PoE+. Cameras and overall system 

must fully integrate with the districts existing VLAN for security cameras. Video streams 

between camera and network video recorder must be able to be configured for both uni-

cast and multi-cast transmission modes. 

5.5 Requirements  

5.5.1 Indoor and Outdoor Cameras 

All outdoor and indoor cameras should be vandal proof, weather proof and anti-

vibration. The cameras should have the following specifications at a minimum: 

A. Full High Definition (FHD) 5Mp 

B. IP67 Rating to protect against dust and environmental elements  

C. IK10 rating for vandal resistant housing  

D. Infrared Illumination for night visibility  

E. Defocus Detection  

F. View DR (120dB) for areas that have lighting differences  

G. Capability to produce 30 FPS or more / 2048x1536 Res.  

H. Image stabilizing to reduce blurring 

I. Day/Night capability  

J. RJ45 Connectivity (Cat 6)  

K. Power Over Ethernet (PoE+)  

L. 5-megapixel resolution  

M. Must have tamper detection  

N. Must have motion detection  

O. Capability to record audio  

P. SD Card Slot  

Q. Simple wall penetration for installation inside/outside 

 

5.5.2 Video Management System 

The proposed solution should describe the administration/management interface that 

will be used. Preference will be given to RFPs that demonstrate systems that are easy 
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to use, have a web application client, have he ability to record on alarm, supports 

video aging, and have the option to search by thumbnails. Additionally, the system 

must be able to do the following: 

1. Provide multiple levels of administrators that will have varying roles in the 

system 

2. Provide real time notifications of critical system event 

3. Has the capability to store 30 days or more of footage 

4. Has the capability to provide video monitors 

5. Has the capability to view live video and review historical video up to 1 month 

6. Has the capability for remote viewing of security systems 

 

5.5.3 Support and Maintenance 

Charleroi Area School District requires 3-years support and onsite support with the 

option to continue annual support after the 3-year period has ended. The vendor should 

provide a detailed description of standard and extended support, maintenance, and the 

average response time for a support request.  

 5.5.4 Service Provider 

Please state the name of the company which will be delivering service and on-site support 

for each campus. If service has been outsourced to another firm, how long has this 

relationship been in effect? 

5.5.5 Product History 

Please provide a technical roadmap for the proposed solutions. How does the proposed 

solution fit into the vendor’s current product lifecycle? 

Please provide a list of policies on firmware updates for the proposed solution. How often 

are changes released? How is the customer notified about changes? How are they 

applied? 

 

6.0 Budget & Estimated Pricing 

All vendors must fill out the following Total Cost Summary for the implementation of their 

solution for HPD’s IP Camera Security solution project as described in this RFP. Costs should be 

identified as either capital or non-capital in nature. The vendor must agree to keep these prices 

valid for 90 days as of 5/24/2022. 

 

6.1 Total Cost Summary 

Costs Total Year 1 Year 2 Year 3 Year 4 Year 5 

Hardware       
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 For all available deployment models, please provide a five (5) year cost summary. 

 

Hardware: List, describe, and record the cost of each piece of hardware that is required.  

Software Licensing: List, describe, and record the licensing, implementation, maintenance, 

support, and training fees associated with your proposed solution.  

Installation: Describe any labor, equipment, supplies, or other costs associated with installing 

your proposed solution.  

Maintenance: Describe and cost out any other ongoing costs associated with the operation and 

maintenance of your proposed solution.  

Documentation & Training: If there are fees associated with your user or technical 

documentation, list them here.  

Project Management: If there are project management fees associated with your proposed 

solution, list and describe them here.  

Miscellaneous: List and describe any other costs associated with your proposed solution. 

 

7.0 Products 

7.1 All equipment and materials used shall be standard components that are regularly 

manufactured and used in the manufacturer’s system. 

7.2 All systems and components must be thoroughly tested and proven in actual use. 

7.3 All multi-sensor camera devices shall only one CAT6 network drop and one camera 

license on the VMS platform 

7.4 Existing cameras noted, shall be repurposed as part of the project 

7.5  Components must be protected from voltage surges originating external to equipment 

housing and entering through power, communication, signal, control, or sensing leads. 

Software 

Licensing 

      

Installation       

Maintenance       

Training       

Project 

Management 

      

Miscellaneous       

Other 

(specify) 

      

       

Total:       
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Include surge protection for external wiring of each conductor's entry connection to 

components. 

8.0 Camera Software 

8.1 The camera must have a built-in web server which supports but not limited to: Microsoft 

Edge, Google Chrome, Mozilla Firefox, and Apple Safari browser-based configuration. 

8.2 The web browser viewer must provide a monitoring screen which displays live camera 

footage and simultaneously provides same-screen access to the following functions: 

 1. Live view window size 

 2. Resolution settings 

 3. Snapshots 

 4. Manual recording or SD or NAS 

 5. Audio/microphone control 

 6. Access to recorded data playback and camera configuration menus 

 7. Digital PTZ 

8.3 The Web viewer must provide a playback screen which provides access to the following 

functions: 

 1. Recorded data search using date and time range 

 2. Recorded data search using event type 

 3. Play a recorded video by event triggering 

 4.  Set resolution 

 5. Play audio if present 

 6. Generate a backup copy of saved video data 

8.4  The web viewer shall provide a setup screen which provides access to the following 

configuration settings and functions in the cameras: 

1. Digital video profile to include compression type, maximum or target bit rate, 

frame rate, multicast parameters, crop encoding area 

2. User profile to include password authentication and role based access levels 

3. Date, time, and camera identification 

4. Network settings and IP version 

 a.) DDNs 

 b.) SSL/TLS, including certificate management 

 c.) 802.1x authentication 
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 d.) Quality of Service settings 

 e.) SNMP to include version selection and settings 

 f.) Auto configuration 

5.  Video Setup 

 a.) flip / mirror mode 

 b.) Video output type 

 c.) privacy zones 

6.  Audio setup to include source, audio codec type, gain, and bit rate 

7. Camera settings to include image preset, sensor frame capture, dynamic range 

white balance, back light, exposure, day/night operation, on-screen display, IR 

illumination, sharpness, contrast, color level, lens distortion correction. 

8. Event detection setup to include notificaition parameters recording rules, time 

schedule, tamper protection, motion detection, event triggers 

9. System function to include reboot, upgrade, check system and event logs, 

application (SDK) management 

10. View profile information 

 

8.5 Client requirements 

1. Recommend Browser: Chrome 

2. Acceptable Browser: Chrome, Safari, Firefox, MS Edge (chromium based) 

3. Acceptable Operating Systems: Windows, MAC, Android, iOS, Chrome 

4. Verified Environment: Windows 10 : Google chrome version 80 above, Firefox 

version 72 above, MS Edge version 83 above, Mac 10.13/14: Safari version 11.0.1 

above 

8.6 Decoding performance in web viewer depends on CPU/GPU performance of user 

 

 

9.0 Camera Specifications: 

A. Camera Type 1 

1. 15MP (4 x 5MP) Panoramic Dome Camera with IR 

B. Camera Type 2 

1. 6MP (2MP x 3) Multi-Sensor, Multi-Directional Camera 

C. Camera Type 3 
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1. 4MP (2 x 2MP) dual sensor camera 

D. Camera Type 4 

1. 8MP (2MP x 4) Multi-Sensor, Multi-Directional PTRZ Camera with IR 

E. Camera Type 5 

1. 8MP (2MP x 4) Multi-Sensor, Multi-Directional PTRZ Camera non-IR 

F. Camera Type 6 

1. 8MP (4 x 2MP) Panoramic Dome Camera 

G. Camera Type 7 

1. 12 MP sensor 360° Outdoor Fisheye 

H. Camera Type 8 

1. 2MP Outdoor vandal rated camera with IR 

 

 

 

9.1 CAMERA TYPE 1 – 15MP (4 x 5MP) Panoramic Dome Camera with IR 

A. Must meet or exceed the operating characteristics of the Hanwha Techwin America PNM-

9031RV. 

B. Provide necessary mounts, pendant caps and other appurtenances based on the individual camera 

mounting location referenced in project drawings. 

C. Video Compression and Transmission – The camera shall have the following properties relating 

to the video signals it produces. 

1. H.265, H.264 and MJPEG compression, each derived from a dedicated encoder and 

capable of being streamed independently and simultaneously. 

a.) H.265/H.264 – maximum of 20/20fps(60Hz/50Hz) at all resolution 

b.) MJPEG – maximum of 15fps(60Hz/50Hz)  

2. The camera shall be able to configure up to 10 independent video stream profiles with 

differing encoding, quality, frame rate, resolution, and bit rate settings. 

3. The camera shall be able to configure various resolution selections. 

a.) 6720x2240, 5952x1984, 4992x1664, 3840x1280, 3072x1024, 1920x640, 1152x384 

4. The camera shall support unicast video streaming up to 20 users. 

5. The camera shall support multicast video streaming. 

6. The camera shall support multiple video streaming up to 3 profiles. 

7. The camera shall be able to configure Dynamic DNS (DDNS). DDNS shall be provided 

with no additional cost by the manufacturer.  

8. The camera shall provide WiseStream Ⅱ, Dynamic GOV and FPS to efficiently manage bit 

rate of the video stream and reduce storage. 
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D. Camera – The camera device shall have the following physical and performance properties: 

1. IK10 rated for protection against impacts.  

2. True day/night operation with removable IR cut filter 

a.) Low light level operation to 0.1 lux at F1.6 in color mode and 0.01 lux at F1.6 in 

black and white mode. (F1.6, 1/30sec, 30IRE) 

b.) Black and White mode operation to 0 lux with IR LED on. 

3. The camera shall be able to produce clear images in highly contrast scenes with multi-

exposure wide dynamic range up to 120dB. 

4. The camera shall support digital noise reduction using both 2D and 3D noise reduction 

technology. 

5. The camera shall be able to configure 6 privacy masking areas with rectangular zones. 

6. The camera shall provide video display on smart phone (iPhone, Android) to adjust 

viewing angle and rotation. 

E. Intelligence and Analytics – The camera shall have a suite of intelligent analytic functions. 

1. Analytics events: Motion detection, tampering detection, Defocus detection, IVA (Virtual 

line, Enter, Exit, Appear/Disappear), Audio detection 

a.) Motion detection with 8 definable detection areas with 8 point polygonal zones, and 

minimum/maximum object size. 

2. Business Intelligence: Heatmap 

F. Interoperability – The camera shall be ONVIF Profile S / G and T compliant.  

G. The camera shall possess the following further characteristics: 

1. Micro SD/SDHC/SDXC memory card with configurable pre-alarm and post-alarm 

recording intervals  

2. NAS recording option with configurable pre-alarm and post-alarm recording intervals 

3. Alarms and notifications 

a.) alarm notification triggers: 

i. Analytics 

ii. Network disconnect 

iii. Alarm input 

iv. App event 

v. Time schedule 

b.) available notification means upon trigger: 

i. File upload(image): e-mail/FTP 

ii. Notification: e-mail 

iii. Recording: SD/SDHC/SDXC or NAS recording at event triggers 

iv. Alarm output 

v. Handover (PTZ preset, Send message by HTTP/HTTPS/TCP) 

vi. Audio clip playback 

4. Pixel Counter available in the web viewer.  

5. IP66, IK10, NEMA4X 

6. This device has been verified using STP cable. The use of appropriate GND grounding and 

STP cable is recommended to effectively protect your product and property from transient 

voltage, thunderstroke, communication interruption. 
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 9.2 CAMERA TYPE 2 – 6MP (2MP x 3) Multi-Sensor, Multi-Directional Camera 

H. Must meet or exceed the operating characteristics of the Hanwha Techwin America PNM-

8082VT. 

I. Provide necessary mounts, pendant caps and other appurtenances based on the individual camera 

mounting location referenced in project drawings. 

J. The camera shall provide multi directional view and produce video in various view mode.  

K. Hallway view is available on CH1/2/3. 

L. Each Channels support SD Card 

M. It provides one single power supply for all of multi-channels 

N. Video Compression and Transmission – The multi-directional camera shall have the following 

properties relating to the video signals it produces. 

1. H.265, H.264 and MJPEG compression, each derived from a dedicated encoder and 

capable of being streamed independently and simultaneously. 

2. H.265 and H.264 – maximum of 30/25fps(60Hz/50Hz) at all resolution 

3. MJPEG – maximum of 15/12fps(60Hz/50Hz) 

4. The camera shall be able to configure up to 10 independent video stream profiles with 

differing encoding, quality, frame rate, resolution, and bit rate settings. 

5. The camera shall be able to configure various resolution selections. 

a.) 16:9 aspect ratio:  1920x1080, 1280x720, 800x448, 640x360 

b.) 4:3 aspect ratio:  1280x960, 1024x768, 800x600, 640x480, 320x240 

c.) 5:4 aspect ratio:  1280x1024, 720x576 

d.) 3:2 aspect ratio:  720x480 

6. The camera shall support unicast video streaming up to 20 users. 

7. The camera shall support multicast video streaming up to 10 profiles. 

8. The camera shall be able to configure Dynamic DNS (DDNS). DDNS shall be provided 

with no additional cost by the manufacturer.  

9. The camera shall provide WiseStream Ⅱ, Dynamic GOV and Dynamic fps to efficiently 

manage bit rate of the video stream and reduce storage. 

O. Camera – The multi-directional camera device shall have the following physical and performance 

properties: 

1. IK10 rated for protection against impacts. 

2. True day/night operation with scheduling and options for external devices. 

3. Low light level operation to 0.04 lux at F2.2 in color mode and 0.004 lux at F2.2 in black 

and white mode. 

4. The camera shall be able to produce clear images in highly contrast scenes with multi-

exposure wide dynamic range. 

5. The camera shall support digital noise reduction using both 2D and 3D noise reduction 

technology. 

6. The camera shall be able to configure 32 privacy masking areas with polygonal zones. 

7. The camera shall have the defog feature to remove fogginess of scene which can be 

triggered automatically from the fog detection event. 
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8. The camera shall provide video display on smart phone (iPhone, Android) to adjust 

viewing angle, rotation and focus. 

P. Intelligence and Analytics – The multi-directional camera shall have a suite of integral intelligent 

operations and analytic functions to include: 

1. Motion detection with 8 definable detection areas with 8 point polygonal zones, and 

minimum/maximum object size. 

2. Detection of logical events of specified conditions from the camera’s video 

a.) Defocus detection 

b.) Directional detection 

c.) Motion detection 

d.) Enter/Exit 

e.) Tampering 

f.) Virtual line 

Q. Interoperability – The camera shall be ONVIF Profile S, G and T compliant. 

R. The multi-directional camera shall possess the following further characteristics: 

1. Built-in web server, accessed via standard browsers including Chrome, MS Edge, Firefox 

and Safari (Mac. OS 10.12,13,14). 

2. Micro SD/SDHC/SDXC memory card options, with configurable pre-alarm and post-alarm 

recording intervals 

3. Alarms and notifications 

a.) alarm notification triggers: 

i. Analytics 

ii. Network disconnect 

b.) available notification means upon trigger: 

i. File Upload via FTP and E-mail 

ii. Notification via E-mail 

iii. Local storage (SD / SDHC / SDXC) or NAS recording at event triggers 

4. PoE+ capable  

5. This device has been verified using STP cable. The use of appropriate GND grounding and 

STP cable is recommended to effectively protect your product and property from transient 

voltage, thunder stroke, communication interruption. 

 9.3 CAMERA TYPE 3 – 4MP (2 x 2MP) dual sensor camera 

S. Must meet or exceed the operating characteristics of the Hanwha Techwin America PNM-

7002VD. 

T. Provide necessary mounts, pendant caps and other appurtenances based on the individual camera 

mounting location referenced in project drawings. 

U. Provide two (2) 2MP 3.6mm lenses with year unit (SLA-2M3602D) 

V. The camera shall provide multi directional view and produce video in various view mode.  

W. Hallway view is available on CH1/2. 

X. Each Channels support SD Card 
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Y. It provides one single power supply for all of multi-channels 

a.) Video Compression and Transmission – The multi-directional camera shall have the 

following properties relating to the video signals it produces. 

1. H.265, H.264 and MJPEG compression, each derived from a dedicated encoder and 

capable of being streamed independently and simultaneously 

a.) H.265 and H.264 – frame rates to maximum 60fps (60Hz) / 50fps(50Hz) at all 

resolution 

b.) MJPEG – frame rates to maximum 30fps (60Hz) / 25fps (50Hz) at all resolution 

2. The multi-directional camera shall be able to configure up to 10 independent video stream 

profiles with differing encoding, quality, frame rate, resolution, bit rate, and other video 

settings.  

3. The camera shall support unicast video streaming up to 20 users. 

4. The camera shall support multicast video streaming up to 10 profiles. 

5. The camera shall be able to configure Dynamic DNS (DDNS). DDNS shall be provided 

with no additional cost by the manufacturer.  

6. The camera shall provide WiseStream Ⅱ, Dynamic GOV and Dynamic fps to efficiently 

manage bit rate of the video stream and reduce storage. 

Z. Camera – The multi-directional camera device shall have the following physical and performance 

properties: 

1. IK10 rated for protection against impacts.  

2. IP66 for protection against dust and water.  

3. The camera shall be able to produce clear images in highly contrast scenes with multi-

exposure wide dynamic range. 

4. The camera shall support digital noise reduction using both 2D and 3D noise reduction 

technology. 

5. 32 privacy masking regions utilizing polygons 

6. Supporting digital image stabilization, the camera shall be able to measure movements in 

three axes and accurately enhance images from distortions caused by instability. 

AA. Intelligence and Analytics – The multi-directional camera shall have a suite of integral intelligent 

operations and analytic functions to include: 

1. Motion detection with 8 definable detection areas with 8 point polygonal zones, and 

minimum/maximum object size. 

2. Detection of logical events of specified conditions from the camera’s video 

a.) Defocus detection 

b.) Fog detection 

c.) Directional detection 

d.) Motion detection 

e.) Appear/Disappear 

f.) Enter/Exit 

g.) Loitering 

h.) Tampering 

i.) Virtual line 

j.) Face detection 

BB. Interoperability – The camera shall be ONVIF Profile S and T compliant. 

CC. The multi-directional camera shall possess the following further characteristics: 
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1. Built-in web server, accessed via standard browsers including Internet Explorer, Firefox, 

Chrome & Safari 

2. Micro SD/SDHC/SDXC memory card options, with configurable pre-alarm and post-alarm 

recording intervals 

3. Alarms and notifications 

a.) alarm notification triggers: 

i. Analytics 

ii. Network disconnect 

b.) available notification means upon trigger: 

i. File Upload via FTP and E-mail 

ii. Notification via E-mail 

iii. Local storage (SD / SDHC / SDXC) or NAS recording at event triggers 

4. Pixel Counter available in the web viewer.  

5. PoE capable  

6. This device has been verified using STP cable. The use of appropriate GND grounding and 

STP cable is recommended to effectively protect your product and property from transient 

voltage, thunderstroke, communication interruption. 

9.4 CAMERA TYPE 4 – 8MP (2MP x 4) Multi-Sensor, Multi-Directional PTRZ Camera 

with IR 

DD. Must meet or exceed the operating characteristics of the Hanwha Techwin America PNM-

9084RQZ1. 

EE. Provide necessary mounts, pendant caps and other appurtenances based on the individual camera 

mounting location referenced in project drawings. 

FF. Video Compression and Transmission – The camera shall have the following properties relating 

to the video signals it produces. 

1. H.265, H.264 and MJPEG compression, each derived from a dedicated encoder and 

capable of being streamed independently and simultaneously 

2. H.265 and H.264 – frame rates to 60fps/50fps (60Hz/50Hz) 

3. MJPEG – frame rates to 30fps/25fps (60Hz/50Hz) 

4. The camera shall be able to configure up to 10 independent video stream profiles with 

differing encoding, quality, frame rate, resolution, and bit rate settings.  

5. Resolution selections: 

6. 1920x1080, 1280x1024, 1280x960, 1280x720, 1024x768, 800x600, 800x448, 720x576, 

720x480, 640x480, 640x360, 320x240 

7. Simultaneous unicast access by up to 20 users 

8. Multicast or unicast capable 

9. Dynamic DNS (DDNS) support. 

10. WiseStream and Dynamic GOV to efficiently manage bitrate of the video stream.  

GG. Camera – The camera device shall have the following physical and performance properties: 

1. IP66, IK10, NEMA4X rated for protection against impacts 

2. Auto day/night operation with removable IR cut filter 

3. 2D and 3D digital noise reduction 

4. Integral IR illumination, providing effective visibility of 30m(98.43ft) at 0 Lux when 

activated in Black & White mode 
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5. 32 privacy masking regions utilizing polygonal 

HH. Intelligence and Analytics – The camera shall have a suite of integral intelligent operations and 

analytic functions to include: 

1. Motion detection with definable detection areas and minimum / maximum object size 

definition that ignores false alarms such as trees and waves on water. 

2. Detection of logical events of specified conditions from the camera’s video input 

a.) Defocus detection, Directional detection, Fog detection, Face detection, Motion 

detection, Appear/Disappear, Enter/Exit, Loitering, Tampering, Virtual line, Audio 

detection 

II. Interoperability – The camera shall be ONVIF Profile S / T compliant. 

JJ. The camera shall possess the following further characteristics: 

1. Built-in web server, accessed via standard browsers including MS Edge, Firefox, Chrome 

and Safari 

2. Micro SD/SDHC/SDXC memory card and NAS recording options, with configurable pre-

alarm and post-alarm recording intervals 

3. Bi-directional audio 

4. Alarms and notifications 

a.) alarm notification triggers: 

i. alarm input 

ii. video analytics 

iii. network disconnect 

b.) available notification means upon trigger: 

i. file upload via FTP and e-mail 

ii. notification via e-mail 

iii. record to local storage (SD/SDHC/SDXC card) 

iv. alarm output 

v. handover 

5. Pixel Counter available in the plug-in web viewer.  

6. POE capable 

 9.5 CAMERA TYPE 5 – 8MP (2MP x 4) Multi-Sensor, Multi-Directional PTRZ Camera 

non-IR 

KK. Must meet or exceed the operating characteristics of the Hanwha Techwin America PNM-

9084QZ1. 

LL. Provide necessary mounts, pendant caps and other appurtenances based on the individual camera 

mounting location referenced in project drawings. 

MM. Video Compression and Transmission – The camera shall have the following properties relating 

to the video signals it produces. 

1. H.265, H.264 and MJPEG compression, each derived from a dedicated encoder and 

capable of being streamed independently and simultaneously 

a.) H.265 and H.264 – frame rates to 60fps/50fps (60Hz/50Hz) 

b.) MJPEG – frame rates to 30fps/25fps (60Hz/50Hz) 
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2. The camera shall be able to configure up to 10 independent video stream profiles with 

differing encoding, quality, frame rate, resolution, and bit rate settings.  

3. Resolution selections 

4. 1920x1080, 1280x1024, 1280x960, 1280x720, 1024x768, 800x600, 800x448, 720x576, 

720x480, 640x480, 640x360, 320x240 

5. Simultaneous unicast access by up to 20 users 

6. Multicast or unicast capable 

7. Dynamic DNS (DDNS) support. 

8. WiseStream and Dynamic GOV to efficiently manage bitrate of the video stream.  

NN. Camera – The camera device shall have the following physical and performance properties: 

1. IP66, IK10, NEMA4X rated for protection against impacts 

2. Auto day/night operation with removable IR cut filter 

3. 2D and 3D digital noise reduction 

4. 32 privacy masking regions utilizing polygonal 

OO. Intelligence and Analytics – The camera shall have a suite of integral intelligent operations and 

analytic functions to include: 

1. Motion detection with definable detection areas and minimum / maximum object size 

definition that ignores false alarms such as trees and waves on water. 

2. Detection of logical events of specified conditions from the camera’s video input 

a.) Defocus detection, Directional detection, Fog detection, Face detection, Motion 

detection, Appear/Disappear, Enter/Exit, Loitering, Tampering, Virtual line, Audio 

detection 

PP. Interoperability – The camera shall be ONVIF Profile S / T compliant. 

QQ. The camera shall possess the following further characteristics: 

1. Built-in web server, accessed via standard browsers including MS Edge, Firefox, Chrome 

and Safari 

2. Micro SD/SDHC/SDXC memory card and NAS recording options, with configurable pre-

alarm and post-alarm recording intervals 

3. Bi-directional audio 

4. Alarms and notifications 

a.) alarm notification triggers: 

i. alarm input 

ii. video analytics 

iii. network disconnect 

b.) available notification means upon trigger: 

i. file upload via FTP and e-mail 

ii. notification via e-mail 

iii. record to local storage (SD/SDHC/SDXC card) 

iv. alarm output 

v. handover 

5. Pixel Counter available in the plug-in web viewer.  

6. POE capable 
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 9.6 CAMERA TYPE 6 – 8MP (4 x 2MP) Panoramic Dome Camera 

RR. Must meet or exceed the operating characteristics of the Hanwha Techwin America PNM-9022V. 

SS. Provide necessary mounts, pendant caps and other appurtenances based on the individual camera 

mounting location referenced in project drawings. 

TT. Video Compression and Transmission – The camera shall have the following properties relating 

to the video signals it produces. 

1. H.265, H.264 and MJPEG compression, each derived from a dedicated encoder and 

capable of being streamed independently and simultaneously 

2. H.265/H.264: Max. 30 fps/25 fps(60Hz/50Hz) 

3. MJPEG: Max. 30fps/25fps(60Hz/50Hz) 

4. The camera shall be able to configure up to 10 independent video stream profiles with 

differing encoding, quality, frame rate, resolution, and bit rate settings.  

5. The camera shall be able to configure various resolution selections 

Panorama: 

a.) 209º mode: 4608X1800, 4032X1576, 3456X1352, 2864X1124, 2304X900, 

1728X676,1152X452, 560X224, 720x576 

b.) 180º mode: 4096X1800, 3584X1576, 3072X1352, 2560X1124, 2048X900, 

1536X676, 1024X452, 512X224, 720X576 

6. The camera shall be able to stream 10 independent video stream type using unicast protocol 

7. The camera shall support unicast video streaming up to 20 users. 

8. The camera shall support multicast and unicast video streaming 

9. The camera shall be able to configure Dynamic DNS (DDNS). 

10. Smart Codec, Dynamic GOV, and Dynamic fps to efficiently manage bitrate of the video 

stream.  

UU. Camera – The camera device shall have the following physical and performance properties: 

1. Dustproof, waterproof, and IP66 rated. 

2. IK10 rated for protection against impacts.  

3. True day/night operation with removable IR cut filter 

a.) Low light level operation to 0.1 lux at F1.6 in color mode and 0.01 lux at F1.6 in 

black and white mode. 

4. The camera shall support digital noise reduction using both 2D and 3D noise reduction 

technology. 

5. Configurable 32 privacy masking regions utilizing a 4-point polygon 

6. The camera shall provide video display on smart phone (iPhone, Android) to adjust 

viewing angle, rotation and focus. 

VV. Intelligence and Analytics – The camera shall have a suite of integral intelligent operations and 

analytic functions to include: 

1. Motion detection with eight definable detection areas with 8 point polygonal zones, 

minimum / maximum object size. 

2. Detection of logical events of specified conditions from the camera’s video input 

a.) Tampering 

b.) Defocus detection 

c.) Fog detection 

d.) Virtual area based event (enter/exit, appear/disappear) 

e.) Virtual line based event (directional detection, crossing) 
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3. Detection of logical events of specified conditions from the camera’s audio input 

a.) Audio detection 

WW. Interoperability – The camera shall be ONVIF Profile S, G and T compliant. 

XX. The camera shall possess the following further characteristics: 

1. Built-in web server, accessed via standard browsers including Firefox, Chrome & Safari 

2. Dual edge recording slot like Micro SD/SDHC/SDXC memory card with configurable pre-

alarm and post-alarm recording intervals  

3. Bi-directional audio 

4. Alarms and notifications 

a.) Alarm notification triggers: 

b.) Motion detection 

i. Tampering detection 

ii. Alarm input 

iii. Defocus detection 

iv. Fog detection 

v. Audio detection 

vi. Appear/Disappear 

vii. Enter/Exit 

viii. Virtual line 

ix. Network disconnection 

c.) Available notification means upon trigger: 

i. File upload via FTP and e-mail 

ii. Notification via e-mail 

iii. Micro SD/SDHC.SDXC recording at event triggers 

iv. Alarm output 

5. Pixel Counter available in the web viewer.  

6. PoE+ capable  

 9.7 CAMERA TYPE 7 - 12MP sensor 360° Outdoor Fisheye  

YY. Must meet or exceed the operating characteristics of the Hanwha Techwin America XNF-

9010RV. 

ZZ. Provide necessary mounts, pendant caps and other appurtenances based on the individual camera 

mounting location referenced in project drawings. 

AAA. Video Compression and Transmission – The camera shall have the following properties relating 

to the video signals it produces. 

1. H.265, H.264 and MJPEG compression, each derived from a dedicated encoder and 

capable of being streamed independently and simultaneously. 

a.) H.265 and H.264 – maximum of 30/25fps(60Hz/50Hz) at all resolution 

b.) MJPEG – maximum of 30/25fps(60Hz/50Hz) at 1080x1080 resolution 

2. The camera shall be able to configure up to 10 independent video stream profiles with 

differing encoding, quality, frame rate, resolution, and bit rate settings. 

3. The camera shall be able to configure various resolution selections. 

a.) Original view: (1:1): Max.3008x3008 ~ Min.480x480 

b.) Double panorama: (2:1): Max.3584x1792 ~ Min.640x320  
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c.) Single panorama: (4:1): Max.3584x896 ~ Min.640x160  

d.) Quad view: Max.3584x2688 ~ Min.640x480   

e.) Q1/Q2/Q3/Q4: (4:3): Max.1792x1344 ~ Min.640x480 

4. The camera shall support unicast video streaming up to 20 users. 

5. The camera shall support multicast video streaming up to 10 profiles. 

6. The camera shall be able to configure Dynamic DNS (DDNS). DDNS shall be provided 

with no additional cost by the manufacturer.  

7. The camera shall provide WiseStream Ⅱ, Dynamic GOV and Dynamic fps to efficiently 

manage bit rate of the video stream and reduce storage. 

BBB. Camera – The camera device shall have the following physical and performance properties: 

1. IK10 rated for protection against impacts for camera body. 

2. True day/night operation with scheduling and options for external devices. 

a.) Low light level operation to 0.39 lux at F2.2 in color mode and 0 lux in black and 

white mode with IR illumination on. 

3. The camera shall be able to produce clear images in highly contrast scenes with multi-

exposure wide dynamic range. 

4. The camera shall support digital noise reduction using both 2D and 3D noise reduction 

technology. 

5. The camera shall be able to configure 32 privacy masking areas with polygonal zones. 

6. The camera shall provide video display on smart phone (iPhone, Android) to adjust 

viewing angle, rotation and focus. 

CCC. Intelligence and Analytics – The camera shall have a suite of intelligent analytic functions. 

1. Motion detection with 8 definable detection areas with 8 point polygonal zones, and 

minimum/maximum object size. 

2. Detection of logical events of specified conditions from the camera’s video 

a.) Defocus detection 

b.) Directional detection 

c.) Motion detection 

d.) Appear/Disappear 

e.) Enter/Exit 

f.) Loitering 

g.) Tampering 

h.) Virtual line 

i.) Audio detection  

j.) Sound classification  

3. Detection and classification of the following sound. 

a.) Scream 

b.) Gunshot 

c.) Explosion 

d.) Crashing glass 

DDD. Interoperability – The camera shall be ONVIF Profile S / G and T compliant.  

EEE. The camera shall possess the following further characteristics: 

1. Built-in web server, accessed via non-plugin browsers including Google Chrome, MS 

Edge, Mozilla Firefox and Apple Safari. 
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2. The camera shall provide streaming to multiple smart phones with DDNS provided freely 

from the manufacturer. In addition, the application shall be available for both iOS and 

Android, free of charge with search keyword, ‘Wisenet Mobile’. 

3. Micro SD/SDHC/SDXC memory card with configurable pre-alarm and post-alarm 

recording intervals  

4. NAS recording option with configurable pre-alarm and post-alarm recording intervals 

5. Alarms and notifications 

a.) alarm notification triggers: 

i. Analytics 

ii. Network disconnect 

iii. Alarm input  

b.) available notification means upon trigger: 

i. File Upload via FTP and E-mail 

ii. Notification via E-mail 

iii. Local storage (SD / SDHC / SDXC) or NAS recording at event triggers 

iv. Alarm output  

v. PTZ preset 

vi. Handover 

vii. Audio playback 

6. Pixel Counter available in the web viewer.  

7. PoE capable  

8. IP66, IK10, NEMA4X 

9. This device has been verified using STP cable. The use of appropriate GND grounding and 

STP cable is recommended to effectively protect your product and property from transient 

voltage, thunder stroke, communication interruption. 

 9.8 CAMERA TYPE 8 - 2MP Outdoor vandal rated camera with IR  

FFF. Must meet or exceed the operating characteristics of the Hanwha Techwin America QNV-

6082R1. 

GGG. Provide necessary mounts, pendant caps and other appurtenances based on the individual camera 

mounting location referenced in project drawings. 

HHH. Video Compression and Transmission – The camera shall have the following properties relating 

to the video signals it produces. 

1. H.265, H.264 and MJPEG compression, each derived from a dedicated encoder and 

capable of being streamed independently and simultaneously 

a.) H.265 and H.264 – frame rates to 30 fps 

b.) MJPEG – frame rates to 15 fps 

2. The camera shall be able to configure up to 10 independent video stream profiles with 

differing encoding, quality, frame rate, resolution, and bit rate settings.  

3. Resolution selections 

a.) 1920 x 1080, 1280 x 960, 1280 x 720, 800 x 600,800 x 448, 720 x 576, 720 x 480, 

640 x 480, 640 x 360 

4. Simultaneous unicast access by up to 6 users 

5. Multicast or unicast capable 

6. Dynamic DNS (DDNS) support. 

7. WiseStream and Dynamic GOV to efficiently manage bitrate of the video stream.  
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III. Camera – The camera device shall have the following physical and performance properties: 

1. Dustproof, waterproof, and IP66 rated. 

2. IK10 rated for protection against impacts. 

3. True day/night operation with removable IR cut filter 

a.) Low light level operation to 0.095 lux (color) and 0 lux (black and white) 

4. 2D and 3D digital noise reduction 

5. Integral IR illumination, providing effective visibility of 30m at 0 Lux when activated in 

Black & White mode. 

6. 6 privacy masking regions utilizing a 4-point polygon 

JJJ. Intelligence and Analytics – The camera shall have a suite of integral intelligent operations and 

analytic functions to include: 

1. Motion detection with four definable detection areas, minimum / maximum object size 

definition and a learning algorithm that ignores false alarms such as trees and waves on 

water. 

2. Detection of logical events of specified conditions from the camera’s video input 

a.) camera tamper (scene change) 

b.) defocus detection 

c.) motion detection with metadata 

KKK. Interoperability – The camera shall be ONVIF Profile S G and T compliant. 

LLL. The camera shall possess the following further characteristics: 

1. Built-in web server, accessed via standard browsers including Internet Explorer, Firefox, 

Chrome & Safari 

2. Micro SD/SDHC/SDXC memory card and NAS recording options, with configurable pre-

alarm and post-alarm recording intervals 

3. Alarms and notifications 

a.) alarm notification triggers: 

i. motion detection 

ii. tampering detection 

iii. SD card error 

iv. NAS error 

v. alarm input 

vi. defocus detection 

b.) available notification means upon trigger: 

i. file upload via FTP and e-mail 

ii. notification via e-mail 

iii. record to local storage (SD card) 

iv. external output 

4. Pixel Counter available in the plug-in viewer.  

5. POE capable 

 

10.0 Video Servers 

 

10.1 Vendor must provide servers/storage, software and channel licensing in support of the solution 

and to integrate both new and existing cameras manageable by the system. It will be the Vendors 
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responsibility to verify if existing cameras within the district can be repurposed for the new 

camera system and video management system. 

10.2  Servers shall be provided by Genetec with the following characteristics: 

10.2.1 1ct. - Streamvault™ 1020E Series 

1U 3-Bay Multi-Purpose Appliance 1x Xeon E-2244G 16GB RAM 2x 480GB 

SSD 2x 1GbE RJ45 1x 450W PSU Windows Server 2019 Essentials 3YR NBD 

KYHD Warranty - Genetec™ Security Center pre-installed. SV-1020E-R3-

D480-244G 

10.2.2 1ct. - Streamvault™ 4020EX Series  

2U 18-Bay Appliance 272TB Raw RAID 6 2x Xeon Silver 4216 32GB RAM 2x 

240GB M.2 SSD 17x 16TB NLSAS 4x 1GbE RJ45 2x 10GbE SFP+ 2x 1100W 

PSU Windows Server 2019 Standard 5YR NBD KYHD Warranty - Genetec™ 

Security Center pre-installed. SV-4020EX-R18-272T-16-216 

10.2.3 1ct. - Synergis™ Cloud Link  

2GB of RAM,16GB Flash, image installed with Synergis™ access control 

firmware, four RS-485 ports, PoE. SY-CLOUDLINK 

 

10.3  Video Management System work station shall be provided by Vendor with the following 

characteristics: 

 

10.3.1 1ct. - Streamvault™ 304E Series 

1-Bay SFF Workstation 1x NVIDIA Quadro 1000 Series GPU 1x Core i7-11700 

16GB 1x 256GB M.2 SSD 1x 1TB SATA 1x 1GbE RJ45 1x 300W PSU 

Windows 10 Embedded 5YR NBD KYHD Warranty - Genetec™ Security 

Center pre-installed.  Keyboard, mouse, and peripherals not included. SVW-

304E-SF1-S1000-I7 

10.4  Video Management System work station Monitors shall be provided by Vendor with the 

following characteristics: 

 

10.4.1 (4) Lenovo C27-30 27” FHD Monitors 

 

10.5  Security Desk shall be provided by Vendor with the following characteristics: 

10.5.1 (1) Legrand MDV-DSK – 2 Rack Bay Straight Desk MDV Series 

10.6  Security Desk Monitor Mount shall be provided by Vendor with the following characterizes: 

10.6.1 (1) Tripp-Lite DDR1327SQFC-1 – Quad-Monitor Flex-Arm Desktop Clamp for 13” to 

27” Displays 

 

11. LPR – for license plate recognition.  

The Charleroi Area School District is requesting a License Plate Reader Camera (LPR) for the purpose of 

increasing campus security throughout the district. The District is requesting Genetec Brand 2MP 

Outdoor vandal rated camera with IR. The Vendor is to use the existing data point for the LPR or 

strategize a different and/or more secure location.  

11.1 License Plate Reader Camera shall be provided by Vendor with the following characterists: 
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H.265, H.264 and MJPEG compression, each derived from a dedicated encoder and 

capable of being streamed independently and simultaneously 

a.) H.265 and H.264 – frame rates to 30 fps 

b.) MJPEG – frame rates to 15 fps 

10.1.2 The camera shall be able to configure up to 10 independent video stream profiles 

with differing encoding, quality, frame rate, resolution, and bit rate settings.  

10.1.3 Resolution selections 

1920 x 1080, 1280 x 960, 1280 x 720, 800 x 600,800 x 448, 720 x 576, 720 x 480, 

640 x 480, 640 x 360 

10.1.4 Simultaneous unicast access by up to 6 users 

10.1.5 Multicast or unicast capable 

10.1.6 Dynamic DNS (DDNS) support. 

10.1.7 WiseStream and Dynamic GOV to efficiently manage bitrate of the video stream.  

10.1.8 Camera – The camera device shall have the following physical and performance 

properties: 

a.) Dustproof, waterproof, and IP67 rated. 

b.) IK10 rated for protection against impacts. 

c.) True day/night operation with removable IR cut filter 

d.) Low light level operation to 0.095 lux (color) and 0 

lux (black and white) 

e.) 2D and 3D digital noise reduction 

 

 11. Access Control Integration 

The Charleroi Area School District currently has an access control implemented from Genetec that was 

implemented in the 2020 School Year. The system needs to be able to intergrade with Genetec Access 

control system in order to be streamlined for security purposes. Vendor is to provide a solution that 

interoperates with existing Security Desk Manager for Access Control. 

12. Execution 

 12.1 Installation Examination: 

a.) Examine pathway elements intended for cables. Check raceways and other elements 

for compliance with space allocations, installation tolerance, hazards to camera 

installation, and other conditions affecting installation. 

b.) Examine roughing-in for LAN, WAN, and IP network before device installation 

c.) Proceed with installation only after unsatisfactory conditions have been corrected 

 12.2 Video Surveillance System Installation 

a.) Provide and install all exterior camera, cabling and equipment, software materials and 

labor to include system programming for a completely operational video management 

system described herein an included on the project description. There specifications and 

project drawings are complementary in describing the designintent of the security video 

management system. 
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b.) Install cameras and other appurtenances level and plumb for a high quality, workman-

like installation. 

c.) All equipment requiring users to log on using a password to be configured with 

user/site-specific password/passwords. No system/product default password sha;; be 

allowed. Contractor shall implement all camera manufacturer’s cyber security 

recommendation and configuration, following industry best practices per the product 

manufacture’s Cyber Hardening Guide. 

d.) If applicable set pan unit and pan-and-tilt unit stops to suit final camera position and 

obtain the field of view required or camera. Connect all controls and alarms, and adjust. 

e.) Install power supplies and other auxiliary components at control stations unless 

otherwise indicated. 

f.) Aim cameras as directed the security team of Charleroi Area School District 

g.) Program camera system head end. Provide unique on-screen camera identification for 

all cameras with security team approved nomenclature 

 12.3 Cyber Security Protection 

a.) All equipment requiring users to log on using a password to be configured with 

user/site-specific password/passwords. No system/product default password sha;; be 

allowed. Contractor shall implement all camera manufacturer’s cyber security 

recommendation and configuration, following industry best practices per the product 

manufacture’s Cyber Hardening Guide 

  b.) Document that all camera do not have a default password 

  c.) Document that all cameras have the latest firmware installed 

 

d.) Back up all camera settings utilizing manufacturer camera Device Manager and provide 

file to head of Charleroi Area School Districts Security team 

e.) Document that all servers and work stations have current version or Operating System 

and Up-to-date Antivirus provided by the Charleroi Area School District. 

f.) Document that latest VMS version that is installed on all servers and work stations. 

g.) Set user permissions and rules in VMS 

 

12.4 Field Quality Control 

 

a.) Manufacturer's Field Service: Engage a factory-authorized service representative to 

inspect, test, and adjust components, assemblies, and equipment installations, 

including connections 

b.) Perform tests and inspections and forward results to the Security Team at Charleroi 

Area School District. 

c.) Tests and Inspections: 

a. Inspection: Verify that units and controls are properly installed, connected, 

and labeled, and that interconnecting wires and terminals are identified. 
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b. Pretesting: Align and adjust system and pretest components, wiring, and 

functions to verify that they comply with specified requirements.  

c. Conduct tests at varying lighting levels, including day and night scenes as 

applicable. Prepare video-surveillance equipment for acceptance and 

operational testing as follows: 

i. Verify proper fields of view in both daytime and nighttime 

conditions, optimize operation of auto-iris lenses, maximize WDR 

and day/night settings for the environment. 

ii. Set and name all preset positions; consult Owner's personnel. 

iii. Set sensitivity of motion detection. 

iv. Connect and verify responses to alarms. 

v. Verify operation of control-station equipment. 

vi. Implement any owner requested analytics native to the camera 

provided 

d.) Test Schedule: Schedule tests after pretesting has been successfully completed and 

system has been in normal functional operation for at least 14 days. Provide a 

minimum of 10 days' notice of test schedule. 

a. Operational Tests: Perform operational system tests to verify that system 

complies with Specifications. Include all modes of system operation. Test 

equipment for proper operation in all functional modes. 

e.) Video surveillance system will be considered defective if it does not pass qualified 

tests and inspections. Warranty will only begin after official system acceptance. 

f.) Prepare test and inspection reports. 

12.5 Adjusting 

a.) Occupancy Adjustments: When requested within 12 months of date of Substantial 

Completion, provide on-site assistance in adjusting system to suit actual occupied 

conditions. Provide up to two visits to Project during other-than-normal occupancy hours 

for this purpose. Tasks shall include, but are not limited to, the following: 

b.) Check cable connections. 

1. Check proper operation of cameras and lenses. Verify operation of auto-iris 

lenses and adjust back-focus as needed. 

2. Adjust all preset positions; consult Owner’s personnel. 

3. Recommend changes to cameras, lenses, and associated equipment to improve 

Security Team’s use of video surveillance system. 

4. Provide additional and/or refresher system traning to the owner (max 4-hours) 

on system operations, functionality and administrations. 

5. Provide a written report of adjustments and recommendation. 

12.6 Cleaning 

a.) Clean installed items using methods and materials recommended in writing by 

manufacturer. 
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b.) Clean video-surveillance-system components, including camera-housing windows, 

lenses, and monitor screens on all Vender installed devices 

 

12.7 Demonstration 

a.) Engage a factory-authorized service representative to train CASD Security Team to 

adjust, operate, and maintain video-surveillance equipment for a period of 8 hours on-

site. 

12.8 Training 

12.8.1 Contractor shall aside up 2-days of training on both system administration, end-

user and installation techniques/requirement to the CASD Security Team and designated 

personnel in the full operations and maintenance of the video management system. 

12.8.2 Provide for (3) CASD Staff to be Genetec Certified 

a.) Provide (3) of part number T-SCOTC001-GEN Security Center Omnicast 

basic technical certification by Genetec, Remote Training – 2 days for (3) staff 

12.8.3 The Training shall assure the CASD Security Team has a comprehensive 

understanding and basic level of competence of the system. 

12.8.4 Training shall be conducted by a certified Genetec trainer. 

 

 

 


